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Say: 58224147-TIM.OAIB.26.ARG4.2022/36-4271 Ankara, 19/04/2022
Konu:  Moldova Talep Yazisi

SIRKULER (2022/Savunma)

Saym Uyemiz,

Savunma Sanayii Baskanligindan alinan bir yazida, Moldova Giivenlik Kuvvetlerinin
savunma sanayi Uriinlerine yonelik ihtiyac listesindeki taleplere cevap verebilecek firmalarin
Dumitru Chisnenco (+31639449998 dahili:1672) ile goriismeleri ve gelismeler neticesinde
Savunma Sanayii Baskanhgini (Irtibat: N. Merve KOCAK, mkocak@ssh.gov.tr)
bilgilendirmeleri belirtilmektedir.

Bilgileri ve geregi rica olunur.

Ozkan AYDIN
Genel Sekreter

EK: Ihtiyag Listesi

Ayrintili bilgi i¢in: Ezgi Cobanoglu - Uzman Yrd. /
Ceyhun Atuf Kansu Cad. No: i a i N
120 5070 sayili-kanun geregince Ozkan Aydin
06520 BALGAT ANKARA Www.turksavunmasané*?. 2022111:02:27) tarafindan givenli
Tel :(312) 447 2740 WWW.SSi.goV.tr €elektronik imzaile imzalanmistir:

ID:670636713202241891216,
Faks : (312) 446 09 11 Bu Kod lle http:/fevtak.caib:org.tr/
info@turksavunmasanayi.gov.tr adresinden dogrulayabilirsiniz.
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Moldova Internal Affairs

Fundamentals

1. For Moldova, like for most other countries, the humanitarian crisis comes on top of

pandemic, energy, and inflation developments but unlike other countries Moldova has
particular energy dependencies and has faced, in the last 3 years, increased depopulation
and brain drain.

Social-economic environment has hindered the competitiveness of public sector, as a
result, entry barriers for public servants, especially law enforcement, had to be lowered
to attempt to compensate the vacant positions,

Keeping up the same cadency, let alone facing an increase on activities, generates high
security risks for Moldova and the region, including EU, due to the fact that fatigue,
emotional stress, continuous tension will Eenerate errors, misinterpretations or
overreactions.

Tactical and operational data needed for decision making processes Is mainly collected
manually and it is interpreted with low end software (-xls). For instance, there are limited
capacities for cybercrime investigations, no common operational pictures and no
geospatial capabilities.

Key situational developments

5.

Since the 24™ of February 2022, all resources of the Ministry of Internal Affairs have been
directly or indirectly involved in providing assistance for managing the migrant flows,

Evaluation of actual performed activities has pointed out the main pillars for crisis
management:

a. capacity building, with particular focus on:
l. need to communicate — specifically infrastructure (communication paths)
ii. need to motivate personnel
iii. need for maintenance of existing infrastructures
Iv. need for urgent and on-the-spot medical care
V. need for personal protection
vi. need for urgent response
vii. need for strengthening first-line responders’ aid
Viii. improve scanning, detection, and imagery
b. process design, with emphasis on;

i. proficient management of migrant facilities (accommodation, meals,
goods of strict necessity, etc.), supply chains, storage, medical

il. efficient balance between rapid and thorough person and vehicle checks

iii. implementation of automatic IT systems redirecting human resources to
perform other urgent tasks

Iv. situational analysis
v. risk assessments

i : i i grulayabilirsiniz.
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Risks ~ the current context enhances the following risks in the field of internal affairs:

1. Impossibility to ensure communication both between personnel acting on the field and
between them and the decision makers.

a. Context:

i. Undeveloped secure mobile communication infrastructure: except for Chisinau

(capital city) and the western border line between Moldova and Romania, the
rest of the country and particularly the eastern areas at the border of Moldova
and Ukraine have scarce to no secure mobile communication

il. Not updated secure mobile communication infrastructure: even for the areas

where there is coverage there were no investments in maintenance of
equipment, consequently some experienced failures or deficient capabilities

iii. Thestatus-quo is that law enforcement and rapid intervention ecosystems use
mobile commercial service providers and cell phones for managing cases.
Already, telecommunication companies have experienced lower signal powers
and even interruptions

b. Mitigation tactics:

i. Quick interventions upon existing secure mobile communication in rastructure
as a result the existing infrastructure will function at maximum capacities and
without interruptions

il. Extend the communication infrastructure to cover the border areas between

Moldova and Ukraine, it could be done rapidly by the deployment of dedicated
vehicles equipped with signal repeaters, antennas, fiber optics and satellite for
Tetra communication

€. Risk assessment:

LSuesony T Seale. i [y il s Glwerfatom 0 0]
s R * more migrants coming to Moldova = more
1 very likely users

* people use social media = more bandwidth for
streaming data

A3 * energy discontinuity = interruptions of

e commercial telecommunication

resources

e ! J * interrupted chain of command
A very high * suspended synchronization between human
Impact

s dependance only on landlines
» disrupted media content sharing (i.e., unable to
send photos, etc.)
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2. Altered internal security environment and reduction of trust in public safety:
a. Context:

i

iil.

iv.

vi.

vil,

Human resour tch d their physical and ps hologicol limits: MIA
had to double and triple the patrols and missions with particular focus on the
border line and border proximity. Consequently, personnel form other units in
the country have been sent to the eastern part of Moldova

i. MIA for the past 3 years registers high turnavers: social-economic conditions

have not contributed to the attractiveness of the law enforcement community,
as a result there is significant dynamics which hinders the organizational
development and the learning processes

Increased rate of border crossings means reduced processing and less person

and security checks, as a result fugitives can escape the country, persons can
be trafficked, illegal or valuable goods can by imported or exported. Already,
persons carrying large amounts of currency (especially USD) have been
reported. In some cases, the persons wanted to declare the cash and in other
situations they were discovered by the border guards

Dynomic legal provisions translating in reduced rights and freedoms of persons

or strict management of services and goods will create opportunities for
setting-up, boost or re-profile organized criminal groups

Mo oney in the house and on le’s pockets since the impulse
of colleting cash from ATM, liquidating deposits and the inflow of money
citizens bring from Ukraine represent valuable incentives for criminals to
organize

Disruption of supply chains in food and qoods partially caused by more demand

€an cause public order disturbances, looting, destruction of stares, violence

Hybrid and asymmetric threots in the form of (online) misinform ation, language

of nationalism, lifestyle uncertainties, religious or political bias

b. Mitigation tactics

i

Hire new personnel: set-up funding schemes for recruiting. Former law

enforcement employees could be mativated to return to duties for 3 limited
period

Offer expertise on crises manag ent and change management by sending
experts with various profiles (border checks, management of migrant facilities,
organize supply chains, social assistance, including people with special needs,
file in assistance requests to donors, etc.) not only to offer professional help
but also to perform the tasks as most of encountered situations are relatively
new to Moldovan public servants

Introduce motivational packages for employees involved in current mission to

tompensate for the expenses and the time spent away from the family, to assist
the spouse in balancing working and family time
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automatized and human resources could be used in other areas (i.e., enterprise
resource planning instruments, mobile incident reporting software, etc}

V. Deployment of technol, lo gssi rsonnel: increase the number of CCTV
tameras and add new capabilities to the system by implementing automated
change detection, expand the capabilities for media content and analysis to
investigate crimes Captured on cameras, This approach can be used in cities, at
the border line, at migration temporary facilities and in remote areas. |t will
have positive impact on protection of public spaces, of goods (including the
ones of and designated to migrants)

vi. Inhibit corruption risks: increasing the number of body-worn-cameras to cover

the entire patrols on duty as deterrence for illicit deeds

vii, Increase in tion exchange b n Moldova gnd w N _countries since
authorities in Ukraine are less focused on law enforcement measures. There js

@ growing need to collect, compile and analyse data from all sources of
information

C. Risk assessment.

| Categoly = | scale . Observations L]
: i -T .7] * the longer it takes for the situation to stabilize,
[

the more opportunities (cash, value) and time
for planning for organized crime

* small disruptive events can have a ripple effects
in multiple internal affairs, hospital care ang
social domains

* decrease of public trust in the Government,
particularly in jts abllity to manage the crisis

* diminished perception of safety in houses and
on the streets

J * sudden outburst of (extreme) violence
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